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Phishing - Email Fraud



Invoice Fraud

Home buyer receives an email from fraudster 
pretending to be the estate agent.

Seek deposit transfer and provide bank account 
details

Buyer keen to secure property and transfers funds

By the time the realisation that it was a fake email 
its too late and their funds have been transferred



Invoice Fraud Advice

o Make sure all security settings and software protection in your company, and
on your computer, are up to date.

o Never email or ask customers for bank details / transfers deposits over
email. Either you or your customer’s communications channel may
have been compromised.

o Advise customers that it is not company policy to send bank account
details via email. Often your clients may not be aware of this and if they
receive an email will act on it.



CEO Fraud



CEO Fraud



Malware

o Malware is short for ‘malicious software’

o Designed specifically to disrupt and/or cause damage to your computer
system.

o Banking Malware is a type of software used by cyber criminals to target online
bank accounts and allows them to obtain personal and financial details.

The signs to look for include:

o Advertising pop-ups (a window that opens on the screen) that
appear every few seconds.

o Extra toolbars in your browser that won’t go away.

o Browser going to sites you didn’t tell it to.

o Unexplained system slowdowns.

o Sudden increase in computer crashes.



Ransomware

• Ransomware provides cyber criminals with the ability to 
lock a computer / computer network from a remote 
location. 

• A display notice will appear informing the user and will 
not be unlocked until a sum of money is paid (ransom). 

• Recent examples in the media include CryptoLocker, 
Cryptowall and WannaCry (and variants of these under 
different names).

• Paying the ransom will not guarantee the unlocking of 
the computer.

• The loss is that you could be down tools for a number of 
days replacing your equipment, loss of files and as a 
result loss of income.



Ransomware



Vishing  - Phone Fraud



Phone Scams -
Techniques

54% of people 
said paying 

heed to their 
instincts would 
have prevented 

fraud



Phone Scams -
Advice

• Be very wary of unsolicited phone calls. 

• Never divulge company or personal 
information until you have validated that the 
caller is a genuine representative of the 
organisation they claim to represent.

• Take the callers’ number and advise them that 
you will call them back once you have 
validated their identity.

• Look up the organisation’s phone number and 
make contact directly with them to validate.

• Remember that it takes two people to 
terminate a landline phone call, you can use a 
different phone line to independently check 
the callers identity.

• Never allow maintenance staff access to your 
payment terminals or tills unless you have 
independently verified their identity.



Cheque Scams



Cheque Scams

o Counterfeit cheque fraud:

o Counterfeit cheques are manufactured or printed on non-
bank paper to look exactly like genuine cheques and are
drawn by a fraudster on genuine accounts held by the bank.

o Fraudulently altered cheques:

o A fraudulently altered cheque is a genuine cheque that has
been made out by the payer, but a fraudster has altered the
cheque in some way before it was paid in, e.g. by altering the
beneficiary’s/payee name or the amount of the cheque.

o Forged cheque fraud:

o A forged cheque is a genuine cheque that has been stolen
from an innocent customer and used by the fraudster with a
forged signature.

o Funds not available:

o This is a genuine cheque; however there are no funds in the
account to honour it.

o Overpayment Scam:

o A cheque is received for payment of service or

goods.

o The person making the payment by cheque

writes for an amount larger than they owe.

o They request the overpayment back by transfer.

o Normally the company that received the

overpayment does this before the cheque

clears.

o Cheque subsequently bounces and your

company is down funds.



Cheque Scams- advice

o Be Informed:

o Never issue a refund of a payment, either partial or full, until you are sure the cheque has cleared full
and is not at risk of being rejected.

o Cross all cheques a/c payee only

o Be Alert:

o Ensure all issued cheques and unused cheques are accounted for.

o Always exercise caution when forming new relationships with potential customers, undertaking
appropriate due diligence.

o Be Secure:

o Keep cheques in a secure place and control who has access.

o Do not sign cheques in advance.

o Never feel pressured into making a refund until you are sure the original funds are legitimate and
secure.



Social Media



https://youtu.be/_YRs28yBYuI

Data to Go!!!

https://youtu.be/_YRs28yBYuI


Thank You


